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To address the human element in their 
data security program, organizations 
need to look to data security training. 
Employee training complements 
software and hardware solutions to 
create a comprehensive program that 
addresses both the human and technical 
dimensions of data security.

Because human psychology lies at the 
heart of employee mistakes, your data 
security training must take into account 
the biases and tendencies that make 
employees vulnerable. 

Your training should include six key 
components. It should cultivate a data-
security mindset, tell compelling stories, 
engage through immersive interactions, 

show employees what to protect, teach 
the principles of persuasion, and simplify 
data security best practices.   

By incorporating these six key 
components, your data security training 
will help empower your employees to 
make sensible decisions about data 
security, keeping your organization’s and 
your clients’ data safe.

Employees not technology are the greatest vulnerability in 
an organization’s data security program. 

EXECUTIVE SUMMARY

95% OF ALL DATA BREACHES CAN BE
TRACED BACK TO MISTAKES MADE BY PEOPLE 
WITH ACCESS TO AN ORGANIZATION’S SYSTEMS
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Every month the media buzzes with reports of another record 
setting data breach at another major company: Target, Sony, Ashley 
Madison, T-mobile, and even the Federal Government.

INTRODUCTION

It’s not only big firms that are affected. 
60% of all targeted cyberattacks strike 
small to medium sized business.i 

The cost of data breaches is also rising. 
Between 2014 and 2015, the average 
cost grew 11% from $5.85 to $6.53 
million.ii Lost business alone cost 
companies an average of $3.72 million. 
After all, these breaches have serious 
consequences for customers, clients, 
and employees. In 2014, over 348 
million identities were exposed through 
data breaches,iii and the FBI’s Internet 
Crime Complaint Center received 
269,422 complaints for total reported 
losses of over $800 million.iv

Given the frequency and high costs 
of data breaches, every organization 
needs to invest in a robust data 
security infrastructure. A common 
misunderstanding, however, is that data 
security is just about better technology. 
In fact, a growing number of data 
breaches are the result of human error. 
Consequently, training employees is an 
important piece of any organization’s 
data security strategy. 

“Employees can be seen as the Achilles’ 
heel of cybersecurity,” explains Marc 
Van Zadelhoff, VP of IBM Security, 
“mistakes by those with access to a 
company’s systems are the catalyst for 

95% of all incidents. It can be as simple 
as accidentally clicking on a malicious 
link or failing to question the authenticity 
of a phone call or banking website. Even 
organizations with the most robust, 
forward-thinking security strategies 
aren’t immune to one lapse in employee 
judgment.”v

Thus, understanding the human 
elements that play into data breaches is 
central to developing and implementing 
an effective data security training 
program. In this paper, we explore the 
role of human error in data breaches and 
how companies can build training that 
helps address these vulnerabilities.
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One day in the early 2000s, as employees at a credit union arrived 
to work, they found discarded USB keys in the parking lot. The 
devices were stamped with the company logo.

OPENING DOORS

Spurred by curiosity and assuming the 
devices belonged to the company, the 
employees brought them into the office, 
plugged them into company computers, 
and began flipping through the files on 
the devices.

While the employees explored the 
files, the USB drive was downloading 
malware onto the company’s computers 
that collected passwords and login 
credentials. The malware then sent the 
information back to a group of hackers, 
who used it to compromise other parts 
of the credit union’s system.

Fortunately, the scheme was a test, 
conducted by a team of security 
consultants hired by the credit union. 
The consultants planted the USB drives 
to assess the security of the company.

To rub salt into the wound, news of 
the test had leaked before it began, 
and the employees knew that it would 
involve some evaluation of them. 
Nonetheless, of the twenty devices the 
consultants planted, fifteen were found 
by employees, and every single one 
of those devices were plugged into a 
company computer.

“All the technology and 

filtering and scanning in 

the world won’t address 

human nature,” one of the 

consultants reflected. “But 

it remains the single biggest 

open door to any company’s 

secrets.”vi
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Whether carelessness, errors in decision 
making, or gullibility, many of the human 
errors involved in cyberattacks are 
predictable, allowing companies to craft 
training that guides employees down the 
right path. 

It’s useful to think about human errors to 
data security into two broad categories: 
carelessness and gullibility. These two 
categories overlap, but they provide 
us with a starting point to discuss the 
human factor in data security.

While training cannot change “human nature,” it can help 
address natural human tendencies and biases that leave 
companies’ data vulnerable.

THE HUMAN FACTOR



Carelessness refers to any negligent or ill- informed action 
that leaves data exposed or vulnerable to thieves.

CARELESSNESS

Carelessness includes employees using 
weak passwords, losing a company 
device, connecting to the Internet 
through an unsecured or untrustworthy 
connection, or even simply hitting reply 
all in an email.

Though malicious attacks grab the 
headlines, many data breaches result 
from these more mundane errors. 
According to a survey of 709 IT and 
IT security practitioners, external 
cyberattacks account for only 8% of 
data breaches; whereas, 35% of data 
breaches were caused by employees’ 
loss of laptops or other devices, 27% 

were caused by mishandling stored 
data, and another 23% were caused by 
mishandling the transfer of data.vii

Sometimes employees act carelessly 
because they don’t know what they 
should do, but often the problem may 
be one of motivation or attitude. For 
instance, a looming deadline may 
pressure employees to cut corners they 
wouldn’t normally cut, or a new data 
security policy may be seen as irrelevant 
to an employee who works in the 
marketing department.
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In 2015, hackers released the private information of over 30 
million users of AshleyMadison.com, a website that facilitates 
extramarital affairs, resulting in one of the biggest data security 
breaches of all time.

The hack revealed that people are still choosing 
bad passwords. In just a few days, one company 
managed to crack 25,393 passwords associated 
with user names released during the Ashley 
Madison hack because most of the users had 
used easily guessed or very common passwords 
like “123456” and “password.”

As Natasha Lomas, a writer for TechCrunch, 
observes, “humans’ first impulse is to create a 
password they’re sure they’ll remember, so stupid 
passwords are basically a timeless expression of 
the storage limitations of the human brain.”viii

ASHLEY MADISON
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Gullibility refers to employees’ natural inclinations and habits that 
make them susceptible to being tricked or persuaded by information 
thieves into divulging sensitive data.

GULLIBILITY

To highlight gullibility is not to suggest 
that employees are naïve or easily 
tricked, however, people are often much 
easier to hack than computers, and 
this fact is reflected in cyber criminals’ 
behaviors.

In her testimony before Congress on 
the “Expanding Cyber Threat,” Cheri 
McGuire, Symantec’s Vice President 
of Global Government Affairs and 
Cybersecurity Policy, explained, “Most 
attacks rely on social engineering— in 
the simplest of terms, trying to trick 
people into doing something that they 
would never do if fully cognizant of 

their actions. For this reason, we often 
say that the most successful attacks 
are as much psychology as they are 
technology.”ix 

Social engineers exploit human 
psychology to persuade or manipulate 
employees into becoming unwitting 
accomplices to their criminals act. 
One of the most common forms of 
social engineering is phishing—emails 
or websites that imitate a legitimate 

organization, such as a bank or the IRS, 
to trick people into divulging sensitive 
information.

Employees may be vulnerable to 
social engineering because they fail 
to recognize the signs of an attack or 
they don’t feel empowered to challenge 
people making inappropriate requests 
for information.
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In October 2014, cyber intruders breached both the White 
House’s and State Department’s unclassified computer networks.

Among other things, the intruders allegedly 
gained access to the President’s itinerary and 
some of his email correspondence. Several 
months later the State Department was still 
scrambling to untangle its unclassified networks 
from these attackers.

According to Russian cybersecurity firm 
Kaspersky Labs, the attackers responsible for 
the White House hack may have been the group 
called “CozyDuke.” Kaspersky Labs claims that 
CozyDuke often operates by sending emails to 
specific individuals (a.k.a., spear phishing) with 

attached flash videos to high-profile targets. 
When a recipient opens the attachment, it
not only plays a video, but also launches the 
hackers’ malware.

One infected video CozyDuke has successfully 
used shows monkeys in business attire. 
Recipients found the video so funny that
they forwarded it to friends and colleagues, 
voluntarily spreading the virus further. As 
Kaspersky Labs put it, “These videos are quickly 
passed around offices with delight while systems 
are infected in the background silently.” x

VIRAL VIDEOS
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But informational or awareness trainings 
are not enough. Simply telling employees 
about data security best practices will 
not motivate them to change their 
habits. Simply informing them of the 
danger of data breaches may not help 
them to see how those dangers apply to 
their own work.

An effective data security program 
must focus instead on the motivations, 
attitudes, and behaviors of employees. 
There are several key ways to approach 
these issues.

The Online Trust Alliance estimates that 90% of the data breaches 
in the first half of 2014 could have been easily prevented.xi

BUILDING THE HUMAN FIREWALL



APPROACHES TO BUILDING THE HUMAN FIREWALL

1. CULTIVATE A DATA-SECURITY MINDSET

Data security training should help foster the 
attitudes and beliefs that enable employees to 
respond to and prevent potential data breaches. 
Employees must feel responsible for the 
organization’s data security and empowered to 
take action. 

2. TELL COMPELLING STORIES

In general, learners find stories engaging and 
illuminating. But stories can serve a special 
function in a data security program. Well-crafted 
stories offer concrete examples of scams and 
can model positive behaviors in response, 
helping employees learn to respond effectively 

and confidently. Moreover, as many scams 
involve manipulating employees’ emotions, it is 
important to recreate that emotional context for 
learners. Stories can help convey that emotion, 
preparing employees for the full context of the 
situations they may face. 

3. PROVIDE IMMERSIVE INTERACTIONS

Employees also need to have the opportunity 
for practice in meaningful contexts. Scenario- 
based, immersive interactions allow employees 
to rehearse and apply their skills in realistic 
situations, promoting active learning and 
boosting recall and understanding. 
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APPROACHES TO BUILDING THE HUMAN FIREWALL

4. SHOW EMPLOYEES WHAT TO PROTECT

Employees may not understand what data 
they need to protect or why. Even mundane 
information, like telephone numbers, can be 
valuable information. Knowing what to protect 
and why gives employees the context for the rest 
of the organization’s data security program and 
helps them recognize what sensitive data they 
may access during their daily routine. 

5. TEACH THE PRINCIPLES OF PERSUASION

It is impossible to predict exactly how criminals 
will try to breach your systems. But most 
attacks will exploit some weakness in human 
psychology. Consequently, it is important that 
your employees understand the techniques that 
social engineers use to manipulate people. By 
understanding the fundamentals, employees 
are better able to recognize and thwart social 

engineering attacks, whether they come in 
the form of an email, an urgent phone call, or 
unannounced visitor.

6. SIMPLIFY BEST PRACTICES

Data Security best practices can cover 
everything from creating strong passwords to 
browsing the Internet safely. But if practices 
look too complicated to implement, are hard to 
understand, or impossible to remember then 
employees won’t follow them. For example, 
strong passwords are ineffective if employees 
cannot memorize them. Pare down your list to 
the crucial few practices you want to promote, 
and represent those practices in the simplest, 
most memorable way possible. Consider using 
stories, infographics, acronyms, and other 
techniques to make these practices easy to 
understand and easy to implement.
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Technology alone will not secure data. Encryption and anti-virus 
software are important, but they won’t prevent employees from 
choosing weak passwords or falling for a phishing scam.

CONCLUSION

Because human error—in particular, 
carelessness and gullibility—plays a part 
in many data breaches, an important 
part of an organization’s data security 
program is training employees.

The core challenge of this training is not 
necessarily informing employees of the 
risk and corresponding best practices, 
but rather transforming their attitudes 
and beliefs to empower them to make 
safe, sensible decisions around the 
security of data.

925-279-2171
m.collu@lawroom.com 
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