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Welcome to the Course Configuration Guide. The purpose of this resource is to provide useful 
information for administrators to understand what all the options are to customize their EVERFI 
courses. Whether every single configuration option is used or just the essential, it is important that 
learners are receiving the most up-to-date and relevant information they need.

Each EVERFI course has standard configuration options, such as custom policies and resources, while 
newer, updated courses have additional fully-configurable pages throughout the experience. These 
options allow you to tailor the learning experience to your unique organization. Not only will this 
impact the aesthetic, but it will also help the content resonate more with participants and build trust 
knowing their organization put thought and intention into the training.

The configurations are classified into two categories: Basic and Advanced. The basic configurations 
are those we recommend as essential for an effective learning experience. The advanced 
configurations include everything from a welcome letter to additional resources and custom content 
pages throughout. These can be found in the Course Map & Configurations section of the guide.

We recommend reading through the full guide to understand the course learning objectives which can 
help you plan what content to use. Collaborating with other departments and stakeholders is a great 
way to leverage existing resources and create buy-in at the community level.

What you can find in this guide:

1. Course Overview

2. Course Map & Configurations

3. Configurations Layouts
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Course Overview

In this course, employees will learn what makes an organization vulnerable and the seemingly normal 
behaviors to engage in on a daily basis to make their workplace more secure. Employees will learn how 
to properly respond and report to data breaches within the organization through realistic scenarios

Learning Outcomes

In this course, employees will learn about:

• phishing

• pharming

• social engineering

• secure wireless connections

• creating strong passwords

• encryption

• safe browsing

• watering hole attacks

Audience:
All Employees

Course Length:
40  minutes

Language(s):
Chinese (Simplified)

Chinese (Traditional)
English

French (Canada)
Portuguese (Brazil)

Spanish (Latin America)
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Introduction

The Introduction presents a high level of all the concepts covered in Data Security and Privacy. A one page 
tutorial instructs the learner on how to navigate the course

The Data Security Problem

In this module, learners will review the ways that employees are targeted in data security breaches, and best 
practices to protect sensitive information. You can place a policy here.

What We Need To Protect

In this module, learners will review what kinds of information thieves are after and why employees need to 
protect it

Information Thieves & Their Tactics

In this module, learners will review not only what information to protect but also who is after it and how 
they intend to get it

How We Can Protect Data

In this module, learners will review basic steps they can take to protect private information

Responding & Reporting

In this module, learners will review how to respond quickly and effectively to stop thieves from accessing 
private information

Conclusion

This final module summarizes the course content and offers numerous opportunities for corporate 
messaging. This is where you will put your policies



Basic Configurations Checklist
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This checklist is EVERFI’s recommendations of the essential configurations you should add to ensure 
your learners receive the appropriate information they need and to have a positive, engaging 
experience. This is recommended for administrators who are focused on a quick launch timeline.

❏ Welcome Letter | see detailed configuration

❏ Welcome Video  | see detailed configuration

❏ Data Security Policy | see detailed configuration

❏ Policies for Review  | see detailed configuration
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Module 1: Introduction

Learning Objectives: Start the course with an understanding of what to expect (topically) and how the course works 

(functionally) | Begin to build an understanding surrounding the many topic areas that comprise data security

1. Welcome to the Course

2. The Data Security Problem

3. Welcome Letter | Standard Custom Page

• Welcome Letter Header
• Welcome Letter Text
• Welcome Letter Image

4. Welcome Video | Standard Custom Page

• Welcome Video Page Header
• Welcome Video Page Text
• Welcome Video Page Video

5. Custom Page 1 | Standard Custom Page

• Configurable Page #1 Header
• Configurable Page #1 Text
• Configurable Page #1  Image

6. Custom Page 2 | Standard Custom Page

• Configurable Page #2 Header
• Configurable Page #2 Text
• Configurable Page #2 Image

7. Up Next

Detailed Course Map & 
Configurations
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Module 2:  The Data Security Problem

Learning Objectives: Recognize the types of information in the workplace that are vulnerable | Recognize the ways 

information can be accessed and compromised by thieves  |  Identify risky workplace habits that can leave sensitive 
information vulnerable to attack

1. The Data Security Problem

2. Are You Ready?

3. Is This a Phishing Email?

4. Test Your Knowledge

5. Sly Stranger

6. The Scope of the Problem

7. What Makes Us Vulnerable?

8. Sly Stranger

9. Summary

Module 3:  What We Need to Protect

Learning Objectives: Recognize the points of weakness in the workplace that can be targets for thieves | Recognize 

that lapses in judgment can make your data easier for thieves to access  |  Identify the three types of private information: 
personal, sensitive, and organizational

1. What We Need to Protect

2. The Things We Need to Protect

3. Drunk Disclosure

4. Test  Your Knowledge

Detailed Course Map & 
Configurations
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Module 3:  What We Need to Protect Continued

5. Types of Private Information

6. Drunk Disclosure Continued

7. Test  Your Knowledge

8. Summary

Module 4:  Information Thieves & Their Tactics

Learning Objectives: Recognize that information thieves use a range of tactics to steal sensitive information from 

individuals and organizations | Develop awareness of the range of tactics that information thieves employ |  Identify the 
types of tactics that information thieves employ

1. Information Thieves & Their Tactics

2. Anatomy of a Cyber Attack

3. Information Thieves & Their Tactics

4. Who Are These Criminals and What are Their Motivations?

5. What Devious Tactics Do Information Thieves Use?

6. Spotting Phishy Emails

7. Test Your Knowledge

8. Spear Phishing Cases

9. Test  Your Knowledge

10. Watering Hole Attacks

11. Summary

Detailed Course Map & Configurations Continued
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Module 5:  How We Can Protect Data

Learning Objectives: Recognize how to follow best practices when online | Practice creating safe passwords 

that can help guard against breaches by information thieves |  Identify how to be discreet when online and 

discussing private information

1. How We Can Protect Data

2. Curious Coworker

3. Protection Strategies

4. Curious Coworker Continued

5. Wireless Network Security

6. Safeguarding Devices

7. Test Your Knowledge

8. Working Safely in the Cloud

9. Creating Strong Passwords

10. Test Your Knowledge

11. Encrypt Your Devices

12. Safeguarding Workstations & Records

13. Test Your Knowledge

14. Document Destruction

Detailed Course Map & Configurations Continued
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Detailed Course Map & Configurations Continued

Module 5:  How We Can Protect Data Continued

15. Data Security Policy  | Policy Page

• Data Security Configurable Policy Page Header
• Data Security Configurable Policy Page Text
• Policy: Data Security Configurable Page Policy

Suggested Content:
Include your organization’s Data Security Policy which can include
● Include your organization’s Data Security Policy which can include:

○ Cybersecurity Policy
○ Data Protection Policy
○ Information Security Policy
○ IT Security Policy

● Usually an internally-facing, broad policy that lays out organization and employee obligations to 
keep business data secure and used only as authorized. This often includes detailed security 
procedures as well as data breach response protocols.

16. Summary

Module 6:  Responding & Reporting

Learning Objectives: Recognize your responsibility to report suspicious messages | Recognize your responsibility to 

report data breaches to people in your organization with the expertise to respond  |  Practice identifying suspicious 
requests for private information

1. Responding & Reporting

2. What to Do

3. Requests for Private Information

4. Reporting Data Breaches

5. Summary
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Detailed Course Map & Configurations Continued

Module 7:  Final Thoughts

Learning Objectives: Recall organizational policies regarding data security and privacy | Explore topics further through 
provided resources

1. Final Thoughts

2. Policies for Review | Policy  Page

• Configurable Policy Page Header
• Configurable Policy Page Text
• Policy: Configurable Policy Page Policy

Suggested Content:
In addition to the overarching Data Security Policy you likely included in Module 5, you may have other 
policies that cover more narrow, detailed data security issues that you may wish to include here on this 
policy page, such as:
● Data Breach Policy and Procedures
● Incident Response Policy and Procedures
● Password Security Policy
● Workstation Security Policy
● Portable Device/Laptop Security Policy
● Personal Device Policy
● Bring Your Own Device Policy

3. Additional Resources | Resource  Page

• Configurable Resource Page #1 Header
• Configurable Resource Page #1 Text
• Resource: Configurable Resource Page #1 Resource

4. Reporting Expectations | Standard Custom Page

• Closing Letter Page Header
• Closing Letter Page Text
• Closing Letter Page Image

5. Course Complete



Configurations 
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Sample Custom Page Title

Title
 

The title appears in the top center of the 
configurable page just below the navigation bar.

We recommend having no more than 6 words that 
summarize the content below.

1

3
Image
 

The image appears 
centered on the page 
below the title.

Using your 
organization’s imagery 
here goes a long way. 
Forgo the stock photos 
if you can and upload 
familiar faces and places 
your learners will 
recognize.

2 Body Text
 

This open text field is 
positioned under the 
image centered on the 
page.

This area supports text 
and you can even include 
URLs you want learners to 
visit.

Important to note: All elements per page (Title, Body Text, and Image) must be included in order for the 

page to populate in the course. If an element is not included, then the entire page will be removed.



Configurations Layout:

Custom Video Page
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Sample Custom Page Title

Title
 

The title appears in the top center of the 
configurable page just below the navigation bar.

We recommend having no more than 6 words that 
summarize the content below.

1

3Video
 

The video appears centered 
on the page below the body 
text.

This needs to be hosted on 
YouTube and be sure to 
enable Closed Captioning 
and adjust privacy settings 
as needed.

We recommend keeping this 
video short, no longer than a 
few minutes.

2 Body Text
 

This open text field is 
positioned under the 
title centered on the 
page.

This area supports text 
and you can even 
include URLs you want 
learners to visit.

Important to note: All elements per page (Title, Body Text, and Video) must be included in order for the 

page to populate in the course. If an element is not included, then the entire page will be removed.
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Configurations Layout:

Custom Policy Page

1 2  Policy
 

This is where the policy appears in the course after you 
upload it in the admin dashboard in Foundry. Learners 
will be able to e-sign here. For the policy in this course, 
it will appear on the content page within the course.

Some courses have the option to include multiple 
documents or web pages which will be indicated in the 
following pages. We strongly recommend using a URL 
for easy maintenance.

Important to note: All elements per page (Page Header, Body Text, Policy Name, Policy) must be 
included in order for the page to populate in the course. If an element is not included, then the 
entire page will be removed.

For detailed instructions on how to upload a policy, click here.

Policy Page Header
 

The page title appears in the 
top center of the configurable 
page just below the navigation 
bar. This element is required 
for the page to appear for 
learners.

We recommend having no more 
than 6 words that summarize 
the content below.

Body Text
 

This open text field is 
positioned under the 
title centered on the 
page.

We recommend setting 
expectations about the 
policies on this page 
and instructions on 
where learners can go 
for more information.

 Policy Name
 

Add the name of the 
specific policy in this 
field related to the file. 
This is different from 
the Page Title.

3 4

https://resources.everfi.com/help/custom-policies/
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Configurations Layout:

Resource Page

Important to note: All elements per page (Page Header, Body Text, Resource Name, Resource) must be 

included in order for the page to populate in the course. If an element is not included, then the entire 
page will be removed.

For detailed instructions on how to upload a resource, click here.

Resource Title

1 2  Resource
 

This is where the resource appears in the course after 
you upload it in the admin dashboard in Foundry. For 
the resource, they will appear in the navigation 
window.

Some courses have the option to include multiple 
documents or web pages which will be indicated in the 
following pages. We strongly recommend using a URL 
for easy maintenance.

 Resource Title
 

Add the name of the specific 
resource in this field. This 
appears in the content page and 
in the course navigation menu.

To configure this element go to 
the Resources sections of the 
Admin Dashboard or through 
the Configurations menu.

Body Text
 

This open text field is 
positioned under the 
title centered on the 
page.

We recommend setting 
expectations about the 
resource on this page 
and instructions on 
where learners can go 
for more information.

Resource Name
 

Add the name of the 
specific resource  in this 
field related to the file. 
This is different from 
the Page Title.

3 4

https://resources.everfi.com/help/custom-policies/


EVERFI, Inc. is the leading education technology company that has revolutionized 

prevention and compliance training online through its industry-leading courseware 

and technology. EVERFI educates employees on important skills relating to 

harassment, diversity and inclusion, culture, ethics, code of conduct and data 

security. Courses are built by a team of attorneys, prevention experts, and 

instructional designers who ensure that EVERFI's prevention and compliance 

courses are aligned with applicable law and research-based best practices. Our 

industry leading instructional design and subject matter expertise demonstrates 

our commitment to the core issues behind critical topics that are at the center of 

healthy workplace culture. 

2300 N Street NW, Washington, D.C 20037 

Learn more about EVERFI Conduct & Culture  at www.everfi.com/wcn
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https://everfi.com/networks/workplace-culture-network/

